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7/2007 – Present            
   
                         
Senior Systems Engineer / Technology Architect – Director 
Healthways, Franklin 
Healthways is a relatively small shop in terms of people and I have a great deal of experience designing and implementing many network, security, server and storage technologies as well as managing cross-functional teams on projects. I have lead efforts in technology due diligence and subsequent integration for several Healthways mergers and acquisitions. I have expertise with network and security solutions, several Microsoft enterprise products as well as implementing and designing large scale enterprise networks. I established and maintained relationships with key technology partners such as HP, EMC, VMware, Cisco, CDW and Microsoft in creating strategic roadmaps and purchasing deals. I have experience working within the ITIL service management framework including Service Support, Service Delivery, Security Management and Infrastructure Management.
· Project Manager, lead architect and implementation engineer in establishing a disaster recovery data center creating a DR plan for recovery of over 1200 servers and 200 enterprise applications and services. Conducted BCP/DR and BIA initiatives with business and technology owners prior to DR design to ensure proper implementation and funding. Implemented Servers, Cisco ASA firewalls, Storage and Fabic, Cisco Routers and Switches as well as WAN and Internet services.
· Lead architect in designing and implementing Microsoft Enterprise solutions and utilizing Healthways EA agreement to its fullest extent. I have experience in design, testing, cost estimation, project planning and hands on deployment of Active Directory, DNS, Exchange (5.5, 2003, 2007, 2010), LCS, OCS, Lync Server, Server (NT,2000, 2003, 2008), SQL Server, Clustering, SCCM, SCOM, SCVMM and Hyper-V and testing new Microsoft products.

· Project manager, lead architect and implementation engineer for a unified communications project with Microsoft, Polycom and Cisco products. Implemented features from Office Communications Server (OCS), Microsoft Lync Server to provide IM and Presence, A/V Conferencing, and edge services.  Implemented and optimized Polycom HDX and Roundtable devices with LYNC. Tested and configured enterprise voice and dial in conferencing with Cisco Call Manager (and CUCI-lync) for a small pilot group. Designed, validated, implemented and documented solutions in a lab environment similar to production prior to production implementation.
· Designed and implemented a redundant layer 2 and layer 3 network topologies for multiple datacenters and small offices to support Voice, Video and Data. Implemented Cisco ISR Routers (1700/1800, 2800,3800/3900,7200) and Cisco Switches (3XXX, 4500,Nexus 5000, 1000v, 6500), HP Switches as well as designed and implemented STP, BGP, OSPF, EIGRP, VRF lite, IPSEC VPN, VRRP, HSRP, Multicast and QOS. Experience with frame relay, T1, Ethernet, IPV4, IPV6 and MPLS as well as many internet service providers. Designed, validated, implemented and documented solutions in a lab environment similar to production prior to production implementation.
· Designed and Implemented perimeter and security solutions from Radware, Cisco, Fortinet, Palo Alto Networks, Microsoft, Symantec, F5 BIG-IP, RSA and various VPN, proxy and content control solutions. Served on a team to evaluate and implement security software and hardware for penetration testing, content filtering, IPS, log aggregation and WIDS. Implemented Cisco QOS policing and shaping for network traffic control. Designed, validate, implemented and documented solutions in a lab environment similar to production prior to production implementation.
· Redesigned technology monitoring, management and reporting by implementing System Center Operations Manager (SCOM/ MOM), Solarwinds Orion, Ciscoworks LMS and Compuware Vantage (including network vantage) to over 2000 networked devices and applications.   Reduced Healthways operational spend by over $500,000 by eliminating similar tools. Experience in large scale design and implementation of SCOM, SCOM Management Packs, Compuware Vantage, SNMP, Sniffers and Solarwinds NPM. 
· Project Manager and lead implementation engineer in implementing System Center Configuration Manager (SCCM/SMS). Lead the efforts of over 20 support personnel to implement SCCM to over 5000 machines across 20 sites. Reduced Healthways operational spend by over $600,000 by eliminating similar tool sets for patching, software deployment, inventory and configuration management. Experience with design and implementation of a large scale SCCM infrastructure.
· Project Manager and lead implementation engineer in migrating Active Directory from 2003 to 2008R2 (including DNS and DHCP) and migrating Exchange 2003 to 2007. Implemented and documented migration steps for AD and Exchange 2010 in a small lab similar to the production environment.  Also implemented many mobile phone and tablet solutions from Apple, Blackberry, Google Android and Microsoft for use with enterprise messaging. 
· I currently manage a small (20 TB) lab built with VMware, Hyper-V, EMC and HP Storage, Cisco Routers and Switches, Cisco Call Manager, SCCM, SCOM, ISA Server, Active Directory, Exchange 2007/2010 and OCS/LYNC. Production changes are implemented by me in the lab prior to production to ensure Healthways adheres to change control provisions required by regulatory requirements. 
· In charge of the creation of Healthways Technology Standards, Processes and Procedures. I coordinated with various technology groups on configurations and support processes. Created documentation with Visio, Word and Excel (such as data flows, process flows and resolutions) for tier 1 and tier 2 support to enhance customer support and first call resolution.
· Lead Network and Security engineer in charge of collapsing 7 remote data centers into a single facility without significant business downtime. Migrated over 600 physical servers to VMware virtual servers with VMware converter and Platespin. Utilized Recover Point, EMC SRDF/A, Cisco QOS, Riverbed WAN Optimization devices to move servers and data over a WAN. Designed and coordinated the move of perimeter network devices including web servers and sites, firewalls and VPN’s.
6/2006 – 6/2007






 
   Director of Information Security

Healthways, Nashville
As Director of Information Security I developed a comprehensive security program for 14 Healthways offices and recent acquisitions. I lead a team of 5 directs through several projects and initiatives in effort to provide a safe computing/work environment as well as compliance for regulatory (PCI, SOX, HIPAA) and customer audits. I served on the Healthways risk management governance committee in which I was responsible for Information and Physical Security. I worked close with business development in answering RFP’s, customer account managers on Information Security audits and with internal and external auditors to ensure all process and procedures met regulatory standards.

· Successfully lead the implementation of access control for over 50 Sarbanes-Oxley and HIPAA applications and processes. Managed the work streams of over 40 employees and a $30,000 budget. Converted 90% of paper controls to an online ticketing workflow application.  
· Project Manager and lead engineer in establishing a vulnerability assessment and remediation processes. My team and I evaluated many different security products from Cisco, Core Security, RSA, IBM Appscan, Tenable, Patchlink, Tripwire, and Stillsecure. Managed a $300,000 budget. I worked with technology and data owners to establish a risk rating system that included a value assessment and several vulnerability factors.
· Lead implementation engineer in replacing Healthways perimeter network with Cisco ASA’s, Cisco IPS and Microsoft ISA Servers. Implemented Cisco remote access VPN for 1500 colleagues and secured over 50 DMZ Servers and 300 web sites. Reduced the operational spend on outsourced solutions by $400,000 per year managed a $300,000 budget.
· Established a CSIRT (incident response team). Implemented log aggregation SIEM with RSA Envision for over 100 servers, applications and devices for event correlation. Established Policies, Standards, Guidelines and Procedures for security event handling and disclosure. 
· Responsible for coordinating Business Continuity for all Healthways.  Conducted Healthways first BIA (Business Impact Analysis) and Disaster Recovery tests.  Ensured operations security processes were sound by conducting quarterly audits of backup and recovery processes.

· Served on a team to evaluate service offerings from the world’s largest business process and technology outsourcing providers and participated in several site visits.  Established Security Operations Center (SOC) as well as Network Operations Center (NOC) requirements and roles and responsibility mappings.

3/2000 – 6/2006





                       Enterprise Network Systems Engineer

Healthways, Nashville
As a Network Engineer I was in charge of the design, implementation and support of server, storage and network infrastructure for 12 Healthways call centers and remote offices. During this time I designed and implemented data center services for 9 new call centers and 3 additional Healthways headquarters offices.  I served as the lead architect in the design and implementation of all Microsoft, HP and Cisco technologies used at Healthways.

· Configured all HP Windows’s servers, storage, SQL clusters, Routers, switches and datacenter equipment to support 150 to 200 seat call centers. Implement cisco products worked with telecommunication providers in implementing fiber connectivity, metro Ethernet, PPP T1, frame relay and cable internet. Established temporary HR and Training facilities in universities/ vacant offices or hotels to support call center clinicians prior to the production call center build.
· Designed and implemented a full LAN/WAN QOS Solution (DSCP) for each office on Cisco 6509, 3548, 3550, 3750 Switches and various models of Cisco Routers ranging from 2500 to 7200.  
· Migrated offices from Frame Relay to multilinked T1’s to increase bandwidth to smaller offices, implemented AT&T MPLS for larger offices and eventually migrated from T1’ to MPLS. Implemented a subnetting plan for summarization and redesigned EIGRP to support growth. 
· Traveled the country to visit each Healthways site yearly to conduct maintenance and upgrades on Servers, Storage and networks. 
· Lead in Implementation of network monitoring with Ciscoworks 2000, Compuware Network Vantage, HP Openview products and Solarwinds ORION for all servers and Networking equipment. Worked close with business units to implement metrics for reporting.

· Designed and migrated a 3000 user NT 4.0 and Exchange 5.5 domain to Active Directory 2003 and Exchange 2003. Implemented remote solutions with Cisco Routers, Cisco IP Phones, ISA Server 2004/2006, SharePoint Servers, RightFax Servers, and BlackBerry Enterprise Server.

10/1999 – 2/2000

MIS LAN Administrator
OGDEN Environmental, Nashville

Administration of a 1000 node 7-office enterprise Windows NT Domain with Microsoft Exchange Servers, Microsoft Proxy Servers, Cisco Routers, Bay Network Switches  and Microsoft SMS Servers. OGDEN was acquired in early 2000.

· Implemented and Rolled out BST Electronic Timesheets to the all divisions within Ogden. In charge of installation, documentation, maintenance and training of 500 employees and administrative staff.
· Served as lead in Y2K remediation efforts for all servers, workstations and software.
1/1998 – 10/1999







    Network Support Analyst

Deloitte, Hermitage TN
· Served on committees to reduce call queue times and increase first call resolution by creating an extensive resolution database. Assisted the Personal Service Network (PSN) trainers by creating technical training material and provided coaching on network and server technologies. 

· Provided support services for Novell Netware, Windows NT and CC:mail to system administrators in Deloitte practice offices. Front line technical support for all LAN, WAN and remote access issues serving as a technical advisor to Practice office network administrators. 
· Supported a small server farm of Novell Netware and Windows NT Servers for use in training and support activates. 
1/1997 – 1/1998 
Contract Support


Murfreesboro, TN

· Maintained and supported 5 small business networks, computers and applications. Worked with business owners and admin staff in establishing connectivity to the internet and remote offices. 
· 6 months working at Envoy/NEIC in supporting Medical and Dental Claims in telecommunications support.

10/1992 – 1/1997
GIS Coordinator
Duck River Agency, Shelbyville

· Managed a team of College interns and one employee in collecting and creating a spatial information systems database for 5 counties in Middle Tennessee.  Utilized ESRI’s Arc Info and Arc View to digitize maps and create presentations. 
· Created maps, presentations and displays for public hearings, environmental events and statewide publications for use in economic development of the Duck River watershed. 
Education:




BS Middle Tennessee State University – May 1992




Major: Plant and Soil Science




Minor: Remote Sensing and Geographic Information Systems.

Certifications

MCSE +Internet Windows NT – 1999

MCSE Windows 2000 – 2001

MCSA Windows Server 2003 - 2003

MCSE Windows Server 2003 – 2004

MCTS Exchange Server 2010 - 2010

MCTS Office Communications Server 2007 R2 - 2010

MCTS Windows Server 2008 Active Directory Configuration - 2008

MCTS Windows Server 2008 Applications Infrastructure Configuration - 2008

MCTS Windows Server 2008 Network Infrastructure Configuration - 2008

MCITP Windows Server 2008 Server Administrator - 2008



CCNA – 2001 – Recertified 2010



CCNA Voice - 2009



CCDA – 2009



CCDP - 2010



CCNP – 2002 – Recertified 2010



Cisco Security Specialist - 2006



Cisco Firewall Specialist – 2007

Currently: Pursuing CCIE Routing and Switching and (ISC)2 CISSP


Other



Nashville Cisco Users Group - Committee Member.



City of Brentwood Environmental Advisory Board – Chairman



Microsoft International Customer Advisory Board

Experience:

IT Strategy and Planning
VPN – IPSEC, GET, SSL, DMVPN - Design, Implementation, Troubleshooting and Support.
IPv4 - Design, Implementation, Troubleshooting and Support.

Microsoft Servers - Design, Implementation, Troubleshooting and Support.

BGP, EIGRP, OSPF and RIP - Design, Implementation, Troubleshooting and Support.

Cisco Routing and Switching - Design, Implementation, Troubleshooting and Support.

Cisco VOIP and QOS - Design, Implementation, Troubleshooting and Support.

Perimeter Technologies – Including Circuits, Bastion hosts, Firewalls and IPS/IDS.

IT Policies & Procedures/Technical Documentation

Active Directory and Exchange - Design, Implementation, Troubleshooting and Support.

Microsoft OCS/LYNC and Voice - Design, Implementation, Troubleshooting and Support.

Polycom HDX – Implementation and Support
VMware vSphere and Microsoft Hyper-V - Design, Implementation, Troubleshooting and Support.

Datacenter Architecture

IT Training & Development
Radware, F5 BIG-IP and iRules- Design, Implementation, Troubleshooting and Support.

Microsoft SCCM, SCOM - Design, Implementation, Troubleshooting and Support.

Information Security – Access Control, Business Continuity, Disaster Recovery, Cryptography, Information Security Governance, Risk Management, Physical Security, Operations Security, Network and Security design and architecture. 
Cisco ASA, IPS, PIX – Design, Implementation, Troubleshooting and Support.

Cisco UCS - Design, Implementation, Troubleshooting and Support
HP Blade Systems and Proliant Servers - Design, Implementation, Troubleshooting and Support.

