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SUMMARY

Highly motivated IT Security and Risk Management professional focused on enforcement of Corporate IT Control Policy by applying IT Security tools, Risk Management knowledge, Project Management skills and communication with senior management to provide a secure IT  business environment.  Exceptional organizational and communication skills managing projects involving diverse platforms and coordinating the efforts with various support teams.  Proven, hands-on technical knowledge of IT Security software and the principles governing IT Risk Management processes to apply cost-effective solutions resolving exposures and vulnerabilities.

PROFESSIONAL EXPERIENCE

Abrams REI Group LLC and Abrams Chiropractic Services, Columbia, MD          Oct. 2006-Apr. 2011

Consultant

· Formulating IT Risk Policy and providing IT Risk Assessments; devising procedures to establish secure business processes.

· Providing Server System Security, Desktop Client Security and overall IT Security Implementation Projects.

· Advising on IT Network and Computer purchases; implementing the system setups, software up-grades and wireless networking.  

· Project length ranges have been about 3-6 business days.

JP Morgan, Chase & Company, Jersey City, NJ 
                       Jan. 1999–May 2006

   Information Risk Manager, Vice President, Jersey City, NJ
                       Mar. 2004-May 2006                                                                                           

· Translated Lines of Business requests for system and application layer Business Continuity/Disaster     periodic testing of those Remediation Projects for Mainframe, Unix, Windows and Novell servers.

· Engaged Business Owners formulating Business Impact Analyses, Recovery Time Objectives, Recovery Point Objectives and determine Annual Loss Expectancy.  Arranged SLA agreements for vendor contractors with respect  to IT Security and IT Risk Management Projects.  Formulated and proposed Project Plans for them; followed through on implementation of those projects.  Worked with peers and vendors across the globe to coordinate these efforts.

· Identified I/T Security and Risk Management exposures communicating them to Corporate Risk Managers, internal technical managers, and external Auditors to ensure compliance with control points of the Sarbanes-Oxley and SAS70 Type II Audits for mainframes, Unix, Windows and Novell servers.

· Collaborate with other teams' management to develop Project Plans correcting exposures uncovered by audits and tracked project progress to timely completion.

· Deciphered Lines of Business needs for requests for external connectivity to servers and collaborated with corporate Risk Management to determine the risks imposed by those servers.  Communicated these findings to SMEs who configure server security and firewall rules to develop remediation plans. Tracked progress on these plans and reported back to corporate Audit and Risk Management. 

· Jump-started a new function to coordinate Sarbanes-Oxley audit. Define the department’s role in meeting the requirements of corporate risk management and external auditors for the bank.  Expedited efforts within tight deadlines by persistently following up with managers who had other competing priorities.

· Communicated procedures to various team managers to be followed in gathering audit data for SOX. Oversaw the method of data collection and ensured that procedures were implemented correctly according to auditor’s expectations. Proposed solutions to I/T Risk Management to address audit findings resulting in better audit grades moving forward.

    IT Security Operations Manager at JPMC for Intel Platforms in the Americas,        Mar. 2002-Mar. 2004

    Vice President, Jersey City, NJ

· Led a team on projects installing, supporting and maintaining security infrastructure software for Windows and Novell (BindView, LT Auditor, Symantec/ESM, ITA, Tivoli Security, NetIQ, and native NT/WIN2K security).

· Interfaced with Risk Management, Auditors and Information Owners performing Risk Assessments and Risk Acknowledgments of exposures uncovered by audits. 

· Interpreted Engineering’s build specifications and identified issues regarding the viability of supporting those specifications resulting in better builds. 

· Concisely communicated to Product Planning Dept. exposures pertaining to the supportability of security software the firm selected and identified I/T Control Policy exceptions related to specific products. 

· Defined and published procedures, identified roles, and determined protocol for staff interaction with Engineering, Product Planning, Deployment, Product Support, Help Desk, end-user clients, etc. 

    I/T Security Officer for the Distributed Computing Facilities in JPMC Investor          Jan. 1999–Mar. 2002 

    Services, Vice President, NYC, NY and Dallas, TX

                                            

· Built and led a security team, set yearly departmental and individual staff member goals, and annually reviewed goal attainment for a security staff of 6. Forecasted future human resource needs and other budgetary requirements. Reviewed SOWs for short-term consulting projects.

· Determined overall direction for a team charged with providing end-to-end Internet, Network, and Distributed Platform Security in accordance with IT Control Policy.  The two data centers I managed during this time were running Unix (mainly AIX and Solaris) and Windows servers.

· Managed projects to direct the development of recommendations for various security protocols, technologies and their configurations including NIS, NAT, packet-filtering, FSecure’s SSH, application-level and other custom proxies, NT Terminal Server and the Metaframe/Citrix extension for Windows NT/2K.

· Managed  projects installing, maintaining and supporting Security software such as Symantec/ESM and NetIQ/Pentasafe for intrusion detection and confirming server OS security settings.

· Devised Business Continuity and Disaster Recovery issues for the 2 data centers.  Formulated and documented strategies and procedures to address, or at least mitigate, any exposures.  These strategies set the path to better audit grades and the quickest, most efficient recovery from a disaster.

· Collaborated with Auditors and Risk Managers to arrive at agreement on how audit findings would be addressed.  Performed Security Self-Assessments.

· Formulated and documented procedures for application developers and Infrastructure Support’s emergency access to QA and production servers.  Recertified users and their access rights.

· Planned for and directed the move of a data-center as it related to I/T Security (corporate security policy, security software, etc.).

· Identified intrusions and other anomalous activity; investigated and escalated as necessary.  Took immediate corrective actions.

· Communicated IT Security Department's overall direction, future plans, budgets, status of issues undergoing remediation, etc., to all stakeholders, including mid and upper management in terms directed at the level of interest and concern for each.

Computer Associates International, Islandia, NY                                                             Oct. 1987–Dec. 1998

    Project Manager/Senior Consultant                                                                                 Apr. 1997–Dec. 1998

      (Global Professional Services/Implementation Group)                                                      

· Performed extensive customization of Unicenter/TNG. Set kernel parameters etc., and other options for debugging and tuning of Solaris, AIX, HPUX and Windows, and provided for overall network connectivity. Wrote Unix shell, AWK, and sed scripts as well as NT batch programs to provide additional levels of integration and functionality. Interfaced with Level I and II support; diagnosed problems/bugs and resolved a very full range of client issues.

    Lead systems Management Infrastructure Demonstrator (Unicenter/TNG)                 Apr. 1994–Oct. 1997

·  Developed/maintained software and demos of Unicenter/TNG for OS400, Windows NT and Unix, as well as add-on options (HQ Demo Rm.). Re-created demos for conferences (Systems Management Expo in Santa Clara, California, and CA-World). Also, performed demos at CA’s and Sun Microsystem’s announcement of a partnership and integration of Unicenter with SunNet Manager. 

· Guided Advanced Help Desk developers to provide a higher level of integration with Unicenter/TNG Event Management providing advanced functionality.

    SWAT Team Member for Unicenter/TNG Unix on Solaris, HPUX, AIX                       Apr. 1992-Mar. 1994

         and Windows platforms  

·   Performed the deepest levels of troubleshooting for CA’s Unicenter implementations for such companies as BASF and Ann Taylor.

    Senior Systems Engineer and Support Rep for mainframe system software                  Oct. 1987-Mar. 1992

    including Top Secret and ACF2

EDUCATION

New York University Graduate School, New York, New York

Completed some Masters level courses in Poetics. 

State University of New York (SUNY), Stony Brook, New York

Bachelor of Arts, English. 

