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Proficiencies







· Information security architecture                                                                                        
· Project management                                                                                         
· Offensive and defensive security                                                                      
· Compliance                                                                                                       
· Vendor/3rd party security management                                                                            
· Business and IT security objectives integration                                                                                           
Experience
Project: HSBC – Mettawa, IL
·   Performed 3rd party risk assessments and security reviews
·   Reviewed security policies to ensure security controls were acceptable
·   Recommended remediation strategies for non-compliant controls

·   Approved or denied remediation strategies
·   Mentored HSBC core team (FTEs) regarding information security practices
·   Provided guidance to HSBC 3rd parties on completing security reviews with favorable results
Project: Walgreens – Lincolnshire, IL
·   Provided security expertise across MULTIPLE domains of information security
·   Analyzed all solutions, processes and procedures (security related or not) for potential risk

·   Analyzed ASP application component architecture and built appropriate security controls
·   Approved or denied solutions if security requirements weren’t met

·   Performed risk assessments of vendors and solution providers

·   Reviewed service provider contracts for information security language

·   Engaged SMEs from various disciplines (networking, systems, applications, etc)

·   Engaged both national and international service providers and vendors

·   Ensured solutions complied with SOX, HIPAA and PCI

Project: Synovate  (US Army medical records) – Chicago, IL
·   Performed risk assessments (Windows, Linux and firewalls)
·   Verified security devices met Common Criteria requirements

·   Remediated architectural security deficiencies per Dept. of Defense standards
·   Used STIGs as guidelines to secure network

·   Used DoD Gold Disk, nMap, Nessus and Retina to map and remediate infrastructure security posture

·   Ensured HIPAA compliance and security of PII data 

·   Prepared network for DIACAP certification

·   Ensured Dept. of Defense security specifications met business requirements

·   Identified mitigation plans for any non-compliant controls

·   Wrote business justification/exceptions for any required non-compliant controls

Project: Fermi Nat’l Accelerator Laboratory/US Dept. of Energy – Batavia, IL
·   Responsible for managing all projects assigned to me
·   Key role in the development of security baseline process for Fermilab computing environment
·   Key role in architecting application recertification process and permissions provisioning

·   Key role in architecting secure computing variation and exemption process

·   Wrote VBScripts to capture security settings for use within DCM

·   VBScripts: AD user account creation, password changing and DNS hostname SPN correction
·   Encouraged team collaboration in order to achieve dead lines for security related projects

·   Configured Bomgar secure remote assistance appliance

·   Consulted Fermilab department heads on security best practices and server auditing process

·   Performed security test and evaluation (ST&E)
·   Managed credit card processing vendor project and all matters regarding PCI compliance
·   Managed automation project for new user account creation

·   Assessed PII security of Fermilab medical center as it related to HIPAA

·   Managed PII data migration project

·   Identified new business opportunities during high level discussions with management

·   Consulted Fermi regarding issues of technology solving business and management issues

·   Designed workflow using HighOrbit and Visio for new user account creation process

·   Managed projects using Manymoon online project management portal

·   Authored software requirements document

Project: Aclat – Arlington Heights, IL
·   Designed wireless LAN, implemented Cisco Pix 501 for additional security

·   Performed host and network security assessments using Nipper, nMap and Nessus
·   Secured wireless communications using WPA2 in conjunction with AES and TKIP

·   Analyzed traffic using Windump (TCPdump) and WireShark

·   Tested password hash security using LC5 and Cain & Able

·    Performed user account penetration testing using Metasploit on Windows 2003

·   Implemented CompuSec Client Security suite (Full Disk Encryption) for PII security
Project: Federal Home Loan Bank of Chicago (FHLBC) – Chicago, IL
·   Administered RSA: Added/Deleted/Modified users and secure tokens

·   Administered email security device, Tumbleweed appliance

·   Administered Active Directory domain using Active Roles

·   Performed application recertification for SOX compliance (SAS70)

·   Granted/revoked access to secure directories and financial applications

·   Administered Trend Micro antivirus infrastructure

·   Ensured password file security using PGP file level cryptography/encryption

·   Assisted other departments with complex authentication and security issues

·   Monitored security logs on servers for possible security breaches

·   Troubleshot IIS web site issues

Project: Zurich - Schaumburg, IL
·   50% technical work, 25% project mgmt and 25% process creation/improvement

·   Implemented server security throughout North America

·   Audited and remediated servers for SAS70 (SOX compliance)

·   Ensured servers had latest patches installed

·   Wrote SDDL string to grant Built-in Users group read only access to Application and System event logs

·   Wrote vbscripts to gather RDP security info and Security Options on remote computers

·   Performed interim project management for SAS70 effort
Project: SunGard (Clients: Grosvenor and AAA) – Wood Dale, IL
·   Tested Grosvenor’s disaster recovery plan in disaster recovery scenario
·   Consulted SunGard's client on different aspects of business continuity (technical and procedural)

·   Tested AAA Life's business continuity plan in disaster recovery scenario
·   Documented procedures for getting AAA's systems online 

Project: ShopLocal - Chicago, IL
·   Assisted in migration to Active Directory 2003 from NT 4.0 

·   Assisted in the design and implementation of perimeter & workstation security for data entry subnetwork

·   Used group policies (GPOs) to enforce Windows updates and Internet settings  

·   Built/deployed Windows Server Update Services (WSUS 2.0) for updating workstations
·   Performed scanning and vulnerability assessments/basic penetration testing 
·   Built/deployed Symantec Web Security (web content filtering proxy)

·   Administered Active Directory, DHCP and DNS servers 

·   Setup secure directories to safeguard personal information (PII)

·   Made technical presentations to Director of IT and CIO

·   Implement Symantec Antivirus CE 10 and migrated clients

Project: Terasys, Inc – Naperville, IL
·   Setup corporate anti-virus infrastructure using Norton Anti-virus Corporate 7

·   Recommended physical security for servers, backup tapes and infrastructure equipment  

·   Helped write company security policy for client  

·   Hardened infrastructure, servers, workstations and applications for several clients  

·   Technical pre-sales engineer on several projects (led to additional business)  

·   Wrote project/technical documentation (status report, how to's, best practices)  


