STEPHAN K. R. SIMMONS
Information Security Analyst/Systems Engineer 
Stephan.simmons@gmail.com
(404) 563-5972


OVERVIEW OF SKILLS

I am an Information Security Professional with over 10 years of varied experience and expertise within the areas of Information Security, Project Management, Network Administration and System Administration.

	IT Management
	IT Security
	Project Management

	
	
	

	Development of network/security policies, procedures and documentation
Incident Management and Support
Procurement and Vendor Management
Excellent organizational, coordination, presentation, interpersonal and team building skills.
Excellent written, oral and interpersonal communication skills
	McAfee ePO, 4.5 administration
Mcafee ePO healthcheck 
 Archer Reporting System
 McAfee Policy Auditor
 McAfee NDLP
 McAfee HDLP
 McAfee Endpoint Encryption 
Code Green DLP Solution
Risk Analysis and Compliance to include HIPAA, SOX, PCI, PHI requirements
 Data Classification Assessments 
 DLP Strategy and Assessments
Symantec DLP solution (Vontu)
Audit creation deployment and analysis
	Experience creating Policies and Project plans
 Project Management training and experience
Goal and Results Oriented
Ability to handle various projects and prioritize as needed
Ability to interact and communicate effectively across all levels of an organization




EXPERIENCE

DC Consulting
Security Consultant- McAfee Policy Auditor Subject Matter Expert –September 2011 - Present
· Defined and implemented McAfee Policy Auditor (PA) audit and benchmark strategy
· Defined and implemented ePO ticketing strategy from PA audit compliance failures 
· Designed concept and architecture for PA waiver workflow automation
· Implement PA waiver workflow automation 
· Define PA audit and benchmark strategy


McKesson Corporation
Information Security Analyst 3 - Feb 2011 – September 2011
· Responsible for the policy creation, exception processing, and analyzing incidents for enterprise data loss prevention (DLP) systems. Coordinates with legal, privacy, security, incident response and networking professionals and responsible for configuration of the DLP system.
· Create, implement and manage incident management strategies and metrics
· Assisted with deployment of Data At Rest, Data In motion products
· Experience with Myriad of Information Security tools to monitor risks and produce metrics
· Configure Regex expressions for policy exception processing
• Configure DLP collection technology to finger print databases & files
• Configure and manage DLP discovery and scanning
• Respond to escalations from incident response team to provide technical expertise by coordination with external vendor support 
• Work with  IT, Legal, Compliance, and Clinical end-users clients to derive Business Intelligence from the DLP solutions
• Document custom report formats, event types and specific finger printing requirements for use in security alerting and remediation workflow
· Configured,  installed and customized McAfee ePO 4.5, HDLP 9.0, HIPS, AV 8.7, Policy Auditor
· Acquire and compile metrics and reports for analysis of overall program direction

GSM Association, GSMC
IT Systems Manager Feb 2008 – Feb 2011
· Network administration and management as well as user support (including backup, security management, user account management, e-mail systems including e-mail web server, internet access, office systems, telecoms and applications support). 
· Designs and coordinates implementation of Cisco VOIP and MPLS network
· Conduct technical training and technical guidance for internal employees and users
· Performs procurement, configuration, deployment, monitoring, maintenance, upgrades and support of infrastructure systems
· Deployment of McAfee Virus Scan 8.7, and Policy Auditor throughout organization and tuning of certain false positives and unwanted events. Deployed through ePO
·  Manages various sized projects according to agreed upon budgets and schedules. 

ITT Corporation, Systems Division
Systems Analyst Sep 2006 –Nov 2007
Computer Technician- VOIP Administrator
· Provide Network Infrastructure system support and desktop technical assistance for DOD Computer System Architecture.  Provide Exchange Administration, Email account setup and PST profile recovery.  Perform Active Directory administration; system upgrading and computer security which are in complaisance for Secure DOD Networks.  Daily tasks include install, configure and provide technical support for all US and multi-National Correlation forces in the theater of Iraq, (Computer system, Hardware and Software).  Further duties entailed   Created computer and user accounts and implemented WAN\LAN networks in compliance to DOD standards and Regulations.  
· Provide desktop system support and trouble call administration using Remedy Action Request System
· Modify users’ information and rights in Microsoft Active Directory
· Troubleshoot and administer IP telephones and networks using Cisco Call Manager and network management tools.
· Acted as the point of contact for repairs for all PC and LAN equipment and determine appropriate corrective action

Contractors Bonding and Insurance Company (CBIC) Seattle, WA
Systems Administrator December 2004 - December 2005 
Job Description/Duties: Systems Administrator- Network System Administrator.
· Responsible for providing all information technology, systems engineering, and support for all employees nationwide for U.S. Treasury listed business with branches in 46 states, and 13 regional branch offices. 
· Troubleshooting of Servers, network router management and configurations using VM Ware technology
· Microsoft Exchange 2003, Windows 2000 Server administration and desktop support management

U.S. Marine Corps, Okinawa Japan, San Diego California
Network Administrator / Systems Administrator Aug 2000 – Nov 2004
Job Description:, Network Support Analyst, Network/Communications Engineer Information Systems Administrator, Help Desk Administrator
· Served in Operation Iraqi Freedom II from February 2004 – September 2004
· Designed, Configured and Installed IP networks on variety of network topologies
· Configured, supported and troubleshot various Cisco routers and switches
· Analyzed and reported outages and corrective actions to Network Operations Center
· Responsible for communication needs on secure and unsecured networks
· Desktop support for 400 plus user environments. 


CERTIFICATIONS

· Security Plus
· Microsoft Certified Business Management Solutions Specialist (MBSS)
· Cisco Certified Network Technician
 (Active Government Secret Clearance)

MILITARY ACHEIVEMENTS

· Over four years of decorated active duty military service in the U.S. Marine Corps 

EDUCATION

- Enrolled at DeVry University Majoring in Business Administration with a Project Management focus
- ITT Systems Project Management Course
- Marine Corps Small Computer Systems Specialist School
- Marine Corps Tactical Data Networks (Network Administration) School

References are available upon request

