Tech Screen – Windows/Exchange

Candidate Name: _Scott Andersen__________________________

Tech Screener: _Stuart Ami________________________________

Date:  _12/29/2010___
Overall Score Average (Windows):_3.5__out of 4____
Overall Score Average (Exchange):_3.7_out of 4____

Legend:

0: Doesn’t know it at all

1: Knows a little, but not the right answer

2: Knows right answer after some prodding
3: Knew answer and could explain

4: The question was too easy

	Windows

	4
	· What is a stub zone?  How is it different from a secondary zone?

	
	· Copy of a DNS domain zone containing only NS and glue records – updated like a secondary, but without pulling ALL records.

· Returns NS of authoritative zone for the client to resolve 

	
	Answered correctly.
Interesting: he noted that Stub zone is often misused in messaging implementation.

	
	· What is Conditional Forwarding in DNS?

	
	· Ability to route DNS forwarding request to various locations based on domain name.  Standard forwarding required all forwarded requests go to the same destination

	
	Skipped.

	3
	· Explain Domain Functional Levels/Forest Functional Levels in Windows Server 2003, and why they are relevant.

	
	Domain

Forest

Windows 2000 Mixed

Windows 2000

Windows 2000 Native

Windows Server 2003 Interim

Windows Server 2003 Interim

Windows Server 2003

Windows Server 2003



	
	Answered correctly (with exception noted below).
Scott included in his answer that Windows 2008 R2 introduces Read-Only Domain Controller; however, RODC came in Windows 2008, requires at least one DC running Windows 2008 and the domain and forest functional level can be Windows Server 2003 or higher.



	4
	· What is “Universal Group Caching”?  How is it configured?  What does it do?  Why is it important when designing an AD Replication topology?

	
	· Ability for a Site to cache UG membership from another site’s GC.
· Configured at the site level
· Allows user to logon in a site w/o a GC
· Can be used to minimize GC placement

	
	Answered correctly in detail.

	
	· What is the SYSVOL?  What does it contain?  How is it replicated?  

	
	· Shared volume of the domains public files (Group Policy Templates and Logon scripts) maintained by all DCs in a domain

· Replicated through FRS (File Replication Service)

	
	Skipped.

	
	· What is DHCP authorization in Windows 2003/2008?  What group has this ability by default?

	
	· Requires a Windows server to be authorized within AD as well as having scopes activated before it will give out IP addresses

· Enterprise Admins

	
	Skipped.

	
	· Explain the relationship between AD Sites and Site Links.  What is a Site Link Bridge?

	
	· Site is a collection of well-connected subnets

· Site link defines replication between sites (grouping sites together for a common replication boundary)

· Site link bridging groups multiple site links together to allow for connections between DCs in sites not connected directly by a site link.  By default all site links are bridged.

	
	Skipped.

	4
	· When designing a WS08 AD domain infrastructure, what are some of the reasons to create multiple domains?

	
	· Security policy – only one domain security policy can be effected.  Can have multiple password policies defined at OU levels in WS08
· Replication concerns – domain is also a replication boundary, though GCs pose additional considerations (more domains means more partitions for GCs to maintain)

	
	Answered correctly in detail.
Interesting: Scott included OCS domain topology needs in his answer. 

	
	· Explain the types of Group Policies that exist, and in which order they are processed.

	
	· Local, Site, Domain, Organizational Unit (LSDOU)– applied in that order

	
	Skipped.

	2
	· Name the 5 FSMO roles for Windows Active Directory and how many are needed per forest/per domain.  What is the implication if the PDC Master is offline?

	
	· Schema master – can edit the schema – one per forest

· Domain Naming Master – maintains domain creation/deletion within the forest – one per forest

· PDC Emulator – downlevel replication (NT), urgent replication (passwords), downlevel Trusts, Time sync – one per domain

· RID Master – doles out ranges of RIDs to DCs for assigning to new objects – one per domain

· Infrastructure master – responsible for maintaining group-to-user references – one per domain
· If PDC Master is offline, cannot add new domains, trusts or change passwords

	
	Correctly named and described RID Master, Infrastructure Master, Schema Master and PDC Emulator.
Missed naming Domain Naming Master.

	4
	· What is SIDHistory?  When and why is it used?  How can you remove the SIDHistory attribute from a user account?

	
	· Security principals in a domain can maintain SIDs from other domains with SIDHistory.  

· Used for domain migrations to preserve access to old resources

· Cannot be directly removed via ADSIEdit.  Must use scripting or command shell

	
	There are a number of automated tools that deal with sIDHistory. Has used Quest and USMT.


_21__: Windows Total Score

_6__: Number of Windows Questions Asked 

(asked additional non-scored)
_3.5__: Windows Average (Total Score/#Questions Asked)

	Exchange

	2
	· Name the Exchange Organization modes.  What versions of Exchange servers are supported in each

	
	· Mixed Mode – E2k, E2k3,EX07
· Native Mode – E2k3,EX07, 2010


	
	Answered correctly; although needed prodding to remember the mode name native.

	4
	· What is an Administrative Group?  A Routing Group?  How is this different than the Exchange 5.5 architecture?

	
	· Admin group defines boundary of administrative control for Exchange infrastructure

· Routing Group is used for routing/replication topology only

· In 5.5, a site defined both routing/replication topology and administrative boundary

	
	Answered correctly in detail.

	
	· What is the name of the utility used to manage Exchange 2000/Exchange 2003?  Can it be used to manage Exchange Server 2007?

	
	· System Manager – Only for EX2K-2K3  Cannot be used for EX07

	
	Skipped.

	4
	· What are the 3 roles that can be delegated permissions within System Manager?

	
	· Exchange Full Administrator – create new Exchange servers, full control of Exchange, including permissions

· Exchange Administrator – Full control of Exchange without permissions, cannot create new servers

· Exchange View Only Administrator – has read-only permissions to the Exchange infrastructure

	
	Answered correctly in detail with permissions for Exchange 200x as well as new roles in Exchange 2010.



	
	· What type of connector is used in place of the Exchange 5.5 Internet Mail Connector?

	
	· SMTP Connector

	
	Skipped.

	
	· What are the types of System Policies in Exchange

	
	· Server

· Mailbox Store

· Public Folder Store

	
	Skipped.

	
	· What is circular logging?  What is one example of when this might be desirable?  When is it not?

	
	· Allows transaction logs to be overwritten regardless of whether the transactions have been committed

· Desirable for NNTP server, or during mailbox moves

· Not desirable if you want point-in-time restore capability

	
	Skipped.

	
	· What is the difference between a mail-enabled security group and a distribution group?

	
	· Mail-enabled security group can be assigned permissions via ACLs to network resources (as it is a security principal)

	
	Skipped.

	4
	· What is a Query-Based Distribution Group?

	
	· Requires Exchange 2003 Native Mode

· Group is defined by an LDAP query – not statically

	
	Answered correctly.

	
	· What are the mobility services provided within Exchange 2003 and 2007/2010?

	
	· BOTH - Outlook Web Access for full browsers

· EX03 ONLY - Outlook Mobile Access (OMA) for micro-browsers

· BOTH - ActiveSync for PocketPC devices

· BOTH - RPC over HTTPS for MAPI users that are remote (called Outlook Anywhere in EX2010)

	
	Skipped.

	
	· What are the five major roles in Exchange Server 2010 and briefly describe what each is used for

	
	· Mailbox Server – holds mailboxes
· Hub Transport – governs all inbound-outbound access to post office
· Client Access Service – supports OWA, Outlook Anywhere remote access

· Edge Transport Services – supports SMTP routing, antivirus and FOREFRONT services
· Unified Messaging – integration gateway for telephony

	
	Skipped.

	
	· What roles can be combined on a single Exchange Server 2010?  Which roles can be combined if DAG protection is required?

	
	· Mailbox, Hub, CAS, can be combined on a single server (Simple design)  
· Edge services cannot be on same box
· Unified Messaging can be supported in a combined role but not recommended
· If DAG is desired, mailbox servers cannot be combined with any other role 

	
	Answered correctly with HA question below.

	4
	· How is HA provided for the Hub transport and Client Access Roles?

	
	· Hub transport can be supported through multiple servers in a single site or across sites.  Can be load balanced using Network Load Balancing (NLB) or hardware load balancers (like F5, Big Iron etc.)
· Client Access Services can be supported through multiple servers in single site or across sites.

	
	Answered correctly for HA design choices in Exchange 2010 and when to combine or separate server roles.

	
	· How is Exchange Server 2010 administered?  What if this is a mixed organization with Exchange Server 2003 and 2010?

	
	· Can install tools in Vista or XP 
with MMS 
3.0 installed

· Can use command line with PowerShell

· In a mixed mode, can use EX07 tools to administer EX03 servers but cannot use Systems Manager from EX03 to administer EX07/2010

	
	Skipped.

	
	· What is the impact to the messaging environment if the HUB service is unavailable?

	
	· Hub transport is used to read and deliver messages to mailboxes.  If a HUB server cannot be contacted, no access is provided to the mailbox for local or remote users

	
	Skipped.

	
	· How is external Outlook Anywhere connectivity made to mailbox servers if the externally facing CAS server is not in the same site?

	
	· CAS server or array can be configured to support front end connections for SSL termination
· Performs CAS referral to downstream CAS local to EX2010 mailbox server segment if available

	
	Skipped.

	
	· My company maintains an external presence of ABC.COM, and all users have this email address already on the internal Exchange 2003/2010 system.  I recently bought out XYZ.COM and need to add this SMTP address to every user.  How do I accomplish this so I can receive mail for this SMTP domain?

	
	· Add a recipient policy to the domain with this address space

· Add the addresses to each user – via applying the Recipient Policy or manually

· Ensure appropriate MX records exist within external DNS

	
	Skipped.

	
	· What is the Recovery Storage Group and how is it used?

	
	· Extra Storage Group available within Exchange – no Stores added to this group can be mounted for direct access

· Backed up Stores can be added to this while the server stays online – ExMerge can be used to reclaim data

· Removes requirement for recovery forest/server

	
	Skipped.

	4
	· When designing the number of mailbox stores for Exchange 2010, what are some factors to take into account that will drive your mailbox storage design?  How do other components like concurrent Outlook Anywhere and BES services affect the design?

	
	· Mailbox size limits
· Archiving requirements

· Backup type (VSS versus hardware)

· Maximum desired size of each MB store

· Large mailbox size (>2GB)

· Retention policies
· Large numbers of concurrent Outlook Anywhere or OWA connections will drive the need potentially for more FE CAS servers but should not affect mailbox design
· Use of BES does affect the calculations for mailbox IOPS.  Usually use a multiplication factor of 1.34 for each mailbox that will have BES services

	
	Answered correctly in detail.

He would ask about customer’s DR, throughput of backup, how do you backup, how much/often do you backup, archiving (included in Exchange 2010), voice mail/fax data in mailbox, how much data exists today, growth, how users access their mail.


_22_: Exchange Total Score

_6_: Number of Exchange Questions Asked

_3.7_: Exchange Average (Total Score/#Questions Asked)

Additional Comments:

Scott worked with EMC on JPMorgan Chase Notes to Exchange project.

Scott included in his interview answers good information about cloud, SharePoint infrastructure and OCS.

He has done a lot with the Forefront products before they were rebranded (e.g., ISA Server, Sybari, etc.). He’s read about UAG; no hands-on.

He said he knows Hyper-V well; VMware knowledge is five years old.

PROS – 

1- Demonstrated great, well-rounded knowledge of multiple technologies including AD, Exchange, cloud, SharePoint and OCS.
2- Great to talk with on the phone; I expect the same would be true when he speaks to customers and colleagues.
3- Passionate about technology.

4- Impressive resume, certifications, speaking and writing background.
CONS-
1- I didn’t uncover any weaknesses during this interview. 
Recommendation:
I highly recommend Scott Andersen for a Practice Team Lead position in the AD/Messaging specialty. His easy demeanor on the phone and detailed, insightful answers helped demonstrate he is capable of working with and leading our team members and customers.
�This answer is incorrect. Exchange Native Mode is supported in Exchange 2000.


This answer may be misleading. The tools can be installed on Vista or XP depending on the Exchange version. �Exchange 2007 Exchange Management Console minimum install is XP; however, Exchange 2010 EMC minimum is Vista.


�The correct abbreviation for Microsoft Management Console is MMC.





